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Information Systems
Appropriate Use Policy 

Appropriate Use 

All computer systems (hardware and software) as well as all data that is transported, stored or transmitted by the systems are property of RMH.  Here are some general guidelines for Appropriate Use:

1. Do not use any computer system if not authorized to do so.

2. Access to these systems is granted as a privilege, not a right and can be revoked at any time.

3. These systems are for legitimate business use only.
4. RMH reserves the right at any time, to access, monitor and disclose contents of these systems.

5. Users are responsible for anything that is created or distributed under their user account.  (Do not share your password with anyone.)

6. If you find that an unauthorized person has accessed your computer in your absence, report this to IS immediately.

7. Do not try to gain access to any part of the RMH network that you have not been given access to.

8. Users should not waste system resources.  Do not send mass or chain emails, print multiple copies of documents, store large files on the network, etc.
9. Users must comply with all software licenses and copyrights.  No personally owned software should be installed on any RMH computer.

10. Users may have specific tasks that are allowable because of their particular job function, such as downloading files from the Internet. All other users who are not specifically authorized for that same job function must adhere to the previously stated rules and regulations.

Email 
Access to the email system is granted as a privilege and should be used wisely. 
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1. When sending email, remember that you are acting as a representative of RMH to the people you are emailing.

2. Do not use email to send information disparaging to others based on race, gender, marital status, origin, sexual orientation, age, disability, religion, or political beliefs.

3. E-mail is subject to RMH policies pertaining to sexual harassment and discrimination.

4. Users must be aware that email is "discoverable" and can be used in a court of law.

5. Emails are deleted from the Deleted Items folder and Sent Items folder every 7 days.  Once they are deleted, we will not restore them.  It is the responsibility of the users to either print or save any email that they feel they need to keep.
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Internet 

Internet access is based upon a user ID and must be granted by the employee's supervisor and the IS department.  

1. There is no right to privacy when using the RMH Internet access.  You can be monitored without any notice to ensure compliance with this policy.

2. Users must be aware that communications via the Internet are not secure, private, or protected and may be intercepted, read, and forwarded by third parties without your knowledge.

3. Users should only access websites that are directly applicable to their job function.  They should avoid any site that may contain material that does not relate to RMH business or that may be found offensive to others.

4. Users should not download or upload data over the Internet without the explicit permission of the IS department.  They should not install any games, screen savers or wallpapers, etc. onto the systems at any time.  It is the user's responsibility to ensure system integrity and to protect the systems from the potential of a virus attack.

All users must, of course, always comply with all other RMH policies that may apply (such as confidentiality).  This is only a brief overview of the IS Computer System Appropriate Use policy. The email and Internet policies also supplement this policy.  You should read these policies in their entirety and become familiar with them before using any RMH computer system.

These policies should be understood fully because failure to adhere to these policies could result in:

1. Suspension or revocation of computer system user account.

2. Prosecution under Local, State, and Federal Law.

3. Termination of employment.

All users are required to attend an Information Systems Orientation or complete an Information Systems Orientation online.
