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Special Instructions (cont.)

Policy Statement:  
To ensure release of health information requests are processed according to Hospital Policy and to maintain privacy and confidentiality of all health information
Legal/ Regulatory Reference:  
Code of Virginia - (8.01-413; (32.1-127.1:03; (54.1-2403.3;   42CFR Part 482;  TJC

Definitions:
Protected Health Information (PHI): Any information, oral or written, relating to the health of an individual, the health care provided to an individual, or payment for health care provided to an individual.

TPO (Treatment, Payment, Operations): Rending care, treatment or service to the patient including services necessary for future care and proper placement of the patient after they leave RMH;  performing services required for insurance certification, billing, and collecting money for the episode of service; and performing quality, risk, productivity, legal and/or committee   reviews and data analysis for ongoing hospital performance.  


Minimum Necessary:  The least possible information from a patient’s record should be used in performing the job.  Parts of the record not needed to complete the job should remain closed, filed or otherwise not viewed by whomever is performing the task.  Job Descriptions/ PACE forms of all staff will contain a defined access level to PHI based upon the job that staff person performs. Pace forms of all staff will include access levels.

Psychotherapy:  Notes regarding psychotherapy services require an extra level of protection and shall be documented on pumpkin colored paper so they cannot easily be copied.  The Psychiatric Committee will review and define what services need to be documented in this manner

Designated Medical Records Storage Location - place where records can be kept safe from public view.  This location will either be locked, with limited access or in a location that is constantly staffed (such as a nursing station).

LIP: Licensed Independent Practitioner 

Special Instructions:
1. Guidelines for using PHI for TPO:  Any and all PHI related to the patient may be utilized by individuals participating in the treatment, payment and/or operations related to that patient’s episode of care. Individuals using PHI must take care to only utilize the minimum necessary to do the task they are performing.  RMH assumes that TPO transactions may occur up to one year beyond the last active treatment of the patient.  Requests that are made after the chart has been inactive for a year require signed authorization.

1.1. When an Interpreter is used:  The chart should clearly reflect the patient’s need for an interpreter and their agreement that the interpreter can be used to relay health information between the provider and the patient.  The interpreter can obtain this permission and have staff document it on “Consent for Use of Interpreter” Form #439.

1.2. Information which may be released in an effort to determine the identity of the proper decision maker:  If authorization cannot be obtained directly from the patient, confidential information released to others (e.g., relatives or other interested parties) should be limited to that information necessary to determine the identity of any of the decision makers identified above.  For example, when trying to locate and identify a parent or guardian of a minor, it may be appropriate to disclose the name, distinguishing characteristics and the circumstances associated with admission to individuals, to locate the parent or guardian. 
1.3. Medical Records must be kept in a secure location, safe from public view at all times.  Storage of records should only be in a designated medical records area.  Individuals working in a medical record are responsible for its safe keeping and its return to a designated medical records storage location


2. Guidelines for Release of PHI for Reasons Other than TPO:  Prior to the release of any PHI for reasons other than TPO, an authorization signed by the patient or their legal representative is required. Requests for non-TPO releases of information should be processed by the main Medical Records department.


2.1. If the Billing Office receives the request, a copy of billing records should be attached to the request and sent to the Medical Records department. Medical Records will then mail it to the requestor.


3. Who can legally sign the release form or request treatment information?:

3.1. For all adults and legally emancipated minors, the patient should sign the authorization.  If the patient is incompetent or incapable the authorization can be given by one the following in this order:

3.1.1. The legal representative of the patient (if in doubt, request proof) 

3.1.2. Spouse

3.1.3. Parents

3.1.4. Adult Children (majority)

3.1.5. Adult siblings (majority)

3.1.6. Next of kin in descending order


3.2. For children under the age 14, legal representative or a parent should sign the authorization. 
3.2.1. Access to child's records: Unless a court order is filed in the chart, neither parent, regardless of whether such parent has custody, shall be denied access to the medical, hospital or other health records of that parent's minor child.  If one parent requests that the other parent not have access to medical records, they must present a court order stating specifically that the other parent is not permitted access [ Virginia Code § 20-124.6]

3.3. For children ages 14-17, the legal representative or a parent should sign the authorization EXCEPT when one of the following services is part of the record.  In these situations only the child may sign the authorization:

3.3.1. Drug/alcohol abuse

3.3.2. Outpatient mental health services

3.3.3. Pregnancy/ family planning

3.3.4. Sexually transmitted diseases


3.4. For deceased patients, authorizations may be signed in the following order:

3.4.1. Executor of the estate

3.4.2. Spouse 

3.4.3. Adult child 

3.4.4. Parent  

3.4.5. Adult sibling 

3.4.6. Any other next of kin if all other closer relatives are also deceased


3.5. The following situations often cause confusion about from whom to accept an authorization.  At any time someone has doubts about releasing PHI they should contact Risk Management.

3.5.1. Executor of Estate has the ability to obtain any and all records necessary for settling the estate of the deceased patient.  This may include PHI and billing records for that patient.

3.5.2. “Significant others” are not recognized legally and thus do not have access to medical information  

3.5.3. “Power of Attorney” can mean many things.  The document granting the person these powers should be placed on the record.  If their documented powers include “healthcare decision making” then they have access to that patient’s PHI only if the patient is incompetent or incapable of making their own decisions.  A general “power of attorney” does not cover PHI.


4. Releasing Information Over the Phone or Fax:  Releasing information over the phone or fax is discouraged.  It is difficult to know if the caller or destination of the fax is authorized to receive patient information.  When it is necessary to use these methods, follow these guidelines: 

4.1. Faxed documents should either be sent through a pre-programmed fax number or verification of the number receiving the fax should be documented.

4.2. Faxing or calling results/ parts of the patient’s record:  The patient must sign a “Authorization for the Release of Patient Information Over Phone/Fax/Other Electronic Media” Form #928 prior to phoning or faxing medical information to the patient or their designee. This release form may be used for up to one year.  

4.2.1. Typical situations in which to use the phone/fax release form include: 

4.2.1.1. Allowing the patient to call and obtain lab results over the phone.

4.2.1.2. Faxing test results to the patient at a specified number

4.2.1.3. Faxing results to Licensed Independent Practitioners (LIPs) the patient wishes to be involved in future care.

4.2.1.4. Allowing physician offices to obtain test results verbally over the phone

4.3. Faxing or phoning for TPO does not require a signed release however, these results should be faxed through a pre-programmed fax number whenever possible.  A note should be made in the chart indicating you have discussed the need to fax/phone PHI for ongoing treatment purposes with the patient.

4.3.1. Typical situations where this occurs include:

4.3.1.1. Allowing healthcare workers to discuss care needs over the phone with potential providers of follow-up care

4.3.1.2. Faxing records to Nursing Homes and Home Health agencies to determine placement options.

4.3.1.3. Faxing information to DME companies to arrange for patient supplies.

4.3.1.4. RMH Medical Staff must fax over a statement or letterhead that indicates:
“I am currently treating _______________ and need copies of their _______ (dates) ___________________ (type of record).  Please send them to my office.

If MD wants record while in hospital he can write and sign a note stating he is treating the patient.

5. Sharing information with Family and Friends of the Patient:  Federal regulations make it clear that any information learned during the process of providing health services may not be released without obtaining the patient authorization.  This authorization must be clearly documented in the medical record preferably through the use of the Authorization for Release of Health Information form.  However, there are situations where the patient may wish for the hospital to release information without formally signing a document.  These situations include:

5.1. Sharing information with family or friends over the phone while the patient is still undergoing treatment

5.1.1. Non-mental health patients:  Staff should document in progress notes that the patient would like RMH to keep family informed of health status throughout treatment process.  Registration will default to “open access” status unless patient would NOT like to have their name and room number available to those who call the hospital.  


5.1.2. Mental health patients:  No information should be released without written permission.

5.2. In keeping with community practice the following general information may be released:

5.2.1. Name of patient

5.2.2. Room or Area in Hospital  

5.2.3. Condition of Patient: 

5.2.3.1. GOOD: Vital signs are stable and within normal limits. Patient is conscious but may be uncomfortable; indicators are excellent.

5.2.3.2. SERIOUS:  Vital signs may be unstable and not within normal limits.

5.2.3.3. CRITICAL: Patient may not be conscious; indicators are unfavorable.

5.2.3.4. CONSCIOUSNESS or UNCONSCIOUSNESS.

5.2.3.5. DEATH: Generally death is not disclosed until after next of kin has been notified.

5.2.3.6. TIME patient will be ready to be picked up.


6. Paging Patient Name or Information:  Overhead paging of patient name, location or other information should not be done unless there is an emergency.


7. Releasing information for Research:  RMH has an Institutional Review Board who reviews and approves all requests for research.  Without IRB approval, no patient information should be released for research purposes. Occasionally, RMH asks students to perform “research” to support operational objectives. Risk Management should review these situations before PHI is released to the student.


8. Making Copies of Records:  See “Patient’s Right to Access or Receive Copies of His/Her Own Protected Health Information” Policy

9. Making Copies of  Incomplete Records:  Copies of health information cannot be released until the patient has been discharged with the following exceptions:

9.1. Compelling circumstances affecting the health or safety of a person whereby providing the information could have a significant affect on the improvement of that person's health or safety.

9.2. Direct referral or transfer of the patient to another health care provider.

9.3. For continuing patient care approval (i.e. to obtain nursing home placement)

9.4. Medical records that are waiting for additional documentation can be released with the exception of records that are being sent to an insurance company for payment justification.

9.4.1. The portions released that are incomplete/ not signed should be stamped with the words “Not Reviewed by Physician”.  

9.4.2. Requesters should be instructed to submit a second request for any portions needed that are not available on the medical record at the time the initial request is completed.  (Use form “Response to Request for Medical Information”).  

10. A proper and valid authorization for release of information contains the following: An authorization is not valid if any of these elements are missing. RMH has a form that may be used, “Authorization for Release and/or Exchange of Medical Information” Form #296.

10.1. Designation of custodian of the record to which the authorization is addressed and who is being authorized to release the specified information (i.e. Rockingham Memorial Hospital).  Authorizations addressed to another facility should not be honored.

10.2. Name of the person or institution to whom the copies may be released. Only those parties specified on the authorization should receive information.

10.3. Specific information to be disclosed, including specific reports and dates of service.  In those cases where specific items are not requested, only an abstract of the record (facesheet, history and physical, and discharge summary) will be released.

10.4. Signature of the patient or legal representative.  See listing above of legal qualified representatives. If the authorization is signed by a personal representative of the individual, a description of the representative’s authority to act for the individual

10.5. Date of the authorization.  The signed release is valid for 90 days after the day it is signed.  The authorization MUST be signed AFTER the date of treatment.  For in-house patients who sign an authorization, only information written prior to the signing of the authorization can be released.

10.6. Specific purpose of the disclosure.

10.7. An expiration date or event that relates to the individual (patient) or the purpose of the use or release.

10.8. A statement of the individual’s (patient’s) right to revoke the authorization in writing and the exceptions to the right to revoke, including a description of how the individual may revoke the authorization

10.9. A statement that information used or disclosed pursuant to the authorization may be subject to re-disclosure by the recipient and may no longer be protected

11. Combined Authorizations: An authorization for use or disclosure of PHI may not be combined with any other document to create a compound authorization, except as follows:

11.1. An authorization for the use or disclosure of PHI created for research that includes treatment of the individual may be combined;

11.2. An authorization for a use or disclosure of psychotherapy notes may only be combined with another authorization for a use or disclosure of psychotherapy notes;

12. How much time do we have to respond to a release request? Within fifteen days of receipt of an authorization and request for copies of medical records, the Hospital shall do one of the following: 

12.1. Furnish such copies to any requester authorized to receive them; 

12.2. Inform the requester if the information does not exist or cannot be found; 

12.3. If the provider does not maintain a record of the information, let the requester know (if known) who maintains the record; 

12.4. Deny the request on the grounds that the requester has not established his authority to receive such records, proof of his identity, or as otherwise provided by law

12.5. Follow Risk Management guidance on motion to quash request.


13. Processing Requests:  Review the authorization to ensure that it contains adequate information to identify the patient.  If not, return the request with the appropriate form letter indicating problem.  For example, if a date of birth is needed to identify the correct patient.

13.1. All releases of information in which an authorization is required and processed will be tracked in the release of information system.

13.2. The original request should be filed in the back of the medical record

13.3. Requests from Attorneys:  A written authorization from an attorney is valid for six months after the date it is signed.

14. Subpoena Duces Tecum: Any Subpoena Duces Tecum received for medical record information must be forwarded to the Medical Records Department for processing.

14.1. Federal court subpoenas may be accepted through the mail so long as it is a valid subpoena and may be signed by an attorney or a clerk of the court.  

14.2. State subpoenas must be signed by a clerk of the court and issued in person.  Any state subpoenas received through the mail will be reviewed on an individual basis by the Hospital attorney. 

14.3. If the subpoena is from an out of state court, forward the subpoena to the Hospital attorney for determination of action.

14.4. Any subpoena or subpoena duces tecum must be properly served and include the following information to be valid:  

14.4.1. Name of court

14.4.2. Names of plaintiff and defendant

14.4.3. Docket number

14.4.4. Date, time, and place of requested appearance

14.4.5. Specific documents requested

14.4.6. Name of attorney who had subpoena issued

14.4.7. Signature and seal of the official empowered to issue subpoena.  Records prepared for subpoena must be completed and sent by the date stated on the document.

15. Correspondence, records from other facilities, and psychotherapy notes should NOT be duplicated and/or re-disclosed.


16. Locked Records:  The supervisor reviews the record to determine if it is a possible liability for the hospital.  If it is determined that it is a possible litigation against the Hospital or one of its employees, the Supervisor notifies Risk Management who will then determine if it is necessary to notify the Hospital attorney. If a patient insinuates litigation to any hospital employee, Risk Management should be notified.

16.1. Upon notification by the Risk Manager, the patient’s medical records will be locked in the secure file.


17. To the Patient:  Virginia law states that a patient has an absolute right to obtain a copy of his/her medical records, regardless of the reasons for the request [Code Section 8.01-413(B)].   An exception is psychiatric records that may be harmful to the patient (Virginia code 32.1 - 127.1:02 Section E).  To review their own records, RMH patients must follow the following steps:

17.1. The request must be in writing accompanied by proper authorization.

17.2. A patient must never be given the original record without a staff person standing by to ensure that the patient does not tamper with the record.

17.3. Reasonable copying and mailing charges may be billed to the patient.  

17.4. Records of psychiatric patients may be released to the patient with proper authorization unless the physician has documented in the medical record that releasing the information to the patient would be detrimental to that patient. (See separate policy on releasing psychiatric & substance abuse records.)


18. Disclosure of Psychiatric and Substance Abuse Patient Information: Copies of patient’s records shall not be furnished to the patient or anyone authorized to act on the behalf of the patient where the patient’s attending physician or Licensed Clinical Professional has made a part of the patient’s record a written statement that, in his/her opinion, the furnishing to or review by the patient of such records would be injurious to the patient’s well-being.

18.1. The physician has five (5) days to document in the record, either through a dictated note or adding a note to the orders, that the information should not be released to the patient and to whom it may be released instead.

18.1.1. If the physician does NOT document this in five (5) days, the information can be released on the sixth day.

18.1.2. If the physician DOES document this in five (5) days, send the form letter to the patient.

18.2. If the patient has requested their records, pull the record to determine if the physician has documented in the record that the information should not be released to the patient.  This should be documented either in the discharge summary, in the physicians orders, or in the progress notes.

18.3. If the LIP has documented that the records should NOT be released to the patient, forward a form letter to the patient which explains that they have the option to request that another physician or clinical psychologist of their choice review their records and make a determinations.

18.3.1. If they choose another physician/psychologist, that doctor will be informed that the attending LIP determined that the patient’s review of his record would be injurious to the patient’s health or well being.

18.4. Legally the records must be released to an attorney; however, if the physician documents that we should not release the records, a form letter will be sent that indicates that the patient should not view the records.  At that time, a subpoena may be issued for the records.  Subpoenas must be complied with by sending the records as requested.

18.5. Any calls received from patients regarding why the request has been denied should be referred to the appropriate physician’s office.  Any calls received from attorneys regarding why a request was denied should be referred to the Risk Manager.

18.6. Release of information regarding substance abuse patients shall be disclosed according to Federal Statute: “unless the patient consents in writing to release information concerning his/her treatment, all inquiries must be met with noncommittal replies.  Records of the identity, diagnosis, prognosis, or treatment of any patient which are maintained in connection with the performance of any drug or alcohol abuse prevention function shall be disclosed only upon specific written authorization of the patient or under the following circumstances:  

18.6.1. To medical personnel to the extent necessary to meet a bona fide medical emergency

18.6.2. To qualified research personnel providing the patient’s identity remains anonymous.

18.6.3. Upon an appropriate court order following the determination of a show cause hearing. 
18.6.4. Pumpkin Paper items – need release or send to clerk of court.
19. To Other Health Care Providers:  Separate authorization is not necessary for ongoing TPO.  If it is not clearly documented in the RMH medical record that the patient is seeking care with the other healthcare provider, a signed authorization should be obtained.

19.1. Examples of when patient authorization is not required include:

19.1.1. Compelling circumstances affecting the health or safety of a person

19.1.2. Transfer or discharge of the patient from RMH to another health care facility.

19.1.3. Physicians can request information on those patients they treated or to whom the patient was referred to within six months of the end of their hospital visit.  After that time, an authorization from the patient will be required.


19.1.4. If it is an emergency situation, information can be released without an authorization with a request that an authorization be provided when the patient is able to sign.  An “Information Released for an Emergency/Urgent Situation” form #794 should be completed in these cases. 

19.2. Copying and mailing fees are waived for requests that are being sent to another health care provider 

20. To Commercial Insurance Providers:  Information may be sent to the patient’s insurance company, as provided upon patient registration

20.1. Only relevant (the minimum necessary) information should be sent to cover such a claim.  Any further information must be specifically requested.

20.2. Copying and mailing fees may be charged to the requester.

21. To Third Party Contractors (Blue Cross, Medicare, Southern Health):

21.1. Requested copies should be sent within fifteen days of the request date.

21.2. In accordance with Chapter 12 of Title 37.1 of the Virginia Code, only a case history will be provided for requests for psychiatric information.  Additional information must be requested by a physician employed by the third party payer stating the reasons the information is needed.

21.3. Copying and mailing fees are waived for these requests.

22. To Disability Insurance Programs:

22.1. Requires an authorization signed by the patient.

22.2. A flat fee set by the Disability Determination Service is charged to that institution.

22.3. Staff may assist patient in completing disability forms after they have signed a release


23. To Federal and State Governmental Agencies:  Many governmental agencies may have access to parts of a patient record based upon their statutory duties.  These releases should be limited to the type and amount of information these agencies are allowed to collect.  The name of the  person from the agency who is reviewing the information should be documented on a release form.  If you have any questions about how much information to release, call Risk Management.

23.1. Copying and mailing fees are waived for such requests.

24. To Workers' Compensation Programs:

24.1. A written request for information specifically relating to the compensation claim is required.  A patient authorization is not necessary.

24.2. Copying and mailing fees are waived for such requests.

25. For Law Enforcement, Evidence and Investigation:  Occasionally the Sheriff or Police department will request patient information to assist with an ongoing investigation.  In many circumstances, they have no legal right to obtain PHI without a subpoena or search warrant.  RMH will try to cooperate with Law Enforcement within legal guidelines.  Contact Risk Management if you have any questions about releasing information to Law Enforcement. Copying and mailing fees are waived for such requests. Below are some common situations:
25.1. Request includes an authorization signed by the patient – officer may have a copy of the record.  Direct him to Medical Records to process his request.

25.2. Request include a subpoena, court order or search warrant – officer may have whatever legal document indicates.  Direct the officer to Medical Records to process the request.

25.3. Request for the results or blood vials from a blood alcohol test completed on a motor vehicle accident driver – the officer may be given the results or vials from this test but make certain he signs an “Authorization for Release and/or Exchange of Medical Information” Form #29.  

25.4. Request involves the apprehension or identification of an individual who is believed to have been involved in a violent crime where someone else was seriously injured; or the patient is believed to be an escaped convict – officer may be given limited information or allowed access to the patient.

25.5. Request is made because the patient is an immediate threat to the health or safety of another – the physician should assist in determining how threatening the patient is and if it is felt the patient intends to harm others, the officer should be given this information.


26. Medical Examiner Cases: Medical Examiners have the right to review all pertinent medical records of the case he is investigating [§32.1-283b].  Officer collecting records for the Medical Examiner should sign a completed Release of Information form indicating the records are needed for an ME case.  Whenever possible, send the Officer to the Medical Records department to process this request.

27. Releasing Information Outside of the Organization Without Authorization

27.1. Information may be released without an authorization in the following circumstances:

27.1.1. Oversight of the health care system, including quality assurance activities (operations)

27.1.2. Public health

27.1.3. Research as approved by IRB

27.1.4. Judicial and administrative proceedings

27.1.5. Limited law enforcement activities

27.1.6. Emergency circumstances

27.1.7. Identification of body of a deceased person or the cause of death

27.1.8. Activities related to national defense and security

27.1.9. Suspected Abuse or Neglect


28. Disclosures made on a routine and recurring basis may be based on standard protocols that limit the amount of information disclosed.  Routine disclosures and standard information released include:

28.1. Health Department

29. Internal Patient Care Provider Access to PHI: The minimum necessary standard does not apply when the information is being requested in order to provide treatment to the patient.

29.1. Role based access (perform workflow analyses and define job functions of those who encounter PHI)

29.2. Nursing staff will have access to a patient’s complete medical record when that patient is currently being treated on the unit in which the nurse is working

29.3. Ancillary staff (rehab, dietary, respiratory, social work) will have access to a patient’s complete medical record when that service has been requested by a physician providing care to the patient

30. Revocation of Authorization:  An individual may revoke an authorization provided under this section at any time, provided that the revocation is in writing, except to the extent that the covered entity has taken action on the authorization.

31. Documentation:  The hospital must document and retain any signed authorization, any request for revocation of an authorization
32. Patients reviewing records:  Patients may not review their records unless a staff person can sit with them to protect the record from harm. See “Patient’s Right to Access or Receive Copies of His/Her Own Protected Health Information” Policy.

33. Penalties:  A fine of not more than $500.00 is imposed for the first offense and $5000.00 for each subsequent offense.

34. Requests by the patient to amend their health information: Refer to Medical Record Department. See “Patient’s Right To Amend Protected Health Information” Policy.

35. Destruction of documents containing PHI should occur through the process of shredding.  Shredder boxes are located throughout the department.

36. No documents or records containing PHI should be removed from the facility without proper authority or a court order. The original medical record is not to be removed from the Hospital or any of its departments except by court order or subpoena duces tecum expressly requiring the original or as required by law, and any requests for original records should be forwarded to the Medical Records Department.  Before the original is released, the Medical Records Department shall make and maintain a copy.
37. Security of Medical Record Storage Locations:  The Medical Records Department has a security system, which is activated during times that the department is not staffed.  During those times, the following groups of individuals have access to the department:  Members of the Medical Staff,  nursing coordinators, Medical Record Department staff.

38. Any further questions regarding the release of protected health information should be directed to the privacy officer.
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